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Abstract. Automated testing platforms have become essential components of modern 

software development pipelines, yet security vulnerabilities in these systems pose 

significant risks to organizational software supply chains. This study empirically evaluates 

security architecture components for automated testing platforms using a quantitative 

research design. Data were collected from 198 software engineering professionals across 

52 technology organizations. Partial Least Squares Structural Equation Modeling (PLS-

SEM) was employed to examine relationships between container isolation, access control 

mechanisms, secrets management, and platform security effectiveness. Results indicate 

that container isolation (beta = 0.423, p < 0.001) and secrets management (beta = 0.398, 

p < 0.001) significantly enhance platform security. Access control demonstrates positive 

effects on unauthorized access prevention (beta = 0.356, p < 0.01). The proposed secure 

architecture achieves 41.7% reduction in security incidents compared to conventional 

testing platforms. This research provides evidence-based guidance for designing secure 

automated testing architectures that protect software supply chains while maintaining 

development velocity. 
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1. Introduction 

1.1 Research Gap and Problem Awareness 

The adoption of automated testing platforms has accelerated dramatically with the 

widespread implementation of DevOps practices, with the global test automation market 

projected to reach $68 billion by 2027. These platforms execute test suites, perform code 

analysis, and validate deployments within continuous integration and continuous 

deployment (CI/CD) pipelines. However, the integration of automated testing into software 

development workflows has introduced significant security vulnerabilities that threaten 

organizational software supply chains (Myagmar et al., 2005). 

Despite the critical role of automated testing platforms in software development, 

empirical research examining secure architecture design for these systems remains limited. 

Existing studies predominantly focus on testing methodologies or performance 
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optimization, lacking rigorous analysis of security architecture components and 

their effectiveness. The relationships between specific security mechanisms and 

platform protection outcomes have not been systematically examined using quantitative 

methods. This research gap limits organizational ability to design secure testing 

infrastructure. 

The problem is compounded by the increasing sophistication of supply chain attacks 

targeting software development infrastructure. Attackers compromise testing platforms to 

inject malicious code, exfiltrate sensitive data, or gain persistent access to production 

environments. High-profile incidents including the SolarWinds and Codecov breaches 

demonstrate vulnerabilities in development pipeline security, necessitating comprehensive 

architectural approaches that address multiple threat vectors simultaneously. 

1.2 Object and Subject of Research 

The object of this research is automated testing platforms used in software development 

organizations, specifically focusing on security architecture design and its effectiveness in 

protecting software supply chains. The subject comprises three core security architecture 

components: container isolation mechanisms, role-based access control systems, and 

secrets management solutions. 

This study examines how these architectural components influence key outcomes: 

platform security effectiveness, unauthorized access prevention, secrets protection, and 

development workflow efficiency. The research investigates relationships between 

security architecture variables and platform protection metrics in real-world development 

environments. 

1.3 Necessity and Importance 

The necessity of this research stems from the critical importance of securing software 

development infrastructure. As organizations increasingly rely on automated testing within 

CI/CD pipelines, security breaches can compromise entire software supply chains, 

affecting downstream users and customers. Organizations require empirically validated 

security architectures that protect development infrastructure while maintaining 

development velocity. 

The importance of this study lies in its contribution to both theory and practice. 

Theoretically, it advances understanding of security architecture design for development 

infrastructure by empirically validating relationships between architectural components 

and security outcomes. Practically, it provides evidence-based guidance for organizations 

designing secure automated testing platforms, enabling informed architectural decisions 

and resource allocation. 

Based on identified gaps, this study tests the following hypotheses: 
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H1: Container isolation mechanisms positively affect automated testing 

platform security effectiveness. 

H2: Access control systems significantly enhance unauthorized access prevention. 

H3: Secrets management solutions positively influence credential and key protection. 

H4: Integrated security architectures demonstrate superior protection compared to 

single-mechanism approaches. 

2. Methods 

2.1 Research Design 

This study employs a quantitative research design using cross-sectional survey 

methodology. The research follows a positivist paradigm, testing hypothesized 

relationships derived from information security architecture theory. A deductive approach 

was adopted, with hypotheses developed from established security frameworks and tested 

through empirical data collection. 

Partial Least Squares Structural Equation Modeling (PLS-SEM) was employed as the 

primary analytical technique. PLS-SEM was selected for its ability to handle complex 

models with formative and reflective constructs, its robustness with non-normal data 

distributions, and its suitability for prediction-oriented research (Hair et al., 2019). 

SmartPLS 4.0 software was used for model estimation and hypothesis testing. 

2.2 Sampling and Data Collection 

The target population comprises software engineering professionals involved in 

automated testing platform implementation across technology organizations. A stratified 

sampling strategy was employed to ensure representation across organization sizes 

(startups, mid-size, enterprise) and industry sectors. Inclusion criteria required minimum 

two years of experience with automated testing infrastructure. 

Data were collected through an online survey distributed via professional communities 

including DevOps Institute, GitHub Community, Stack Overflow, and LinkedIn software 

engineering groups. The survey instrument was developed based on validated scales from 

information systems security literature, adapted for automated testing contexts. Pilot 

testing with 28 participants preceded main data collection. 

Of 320 distributed surveys, 215 were returned (response rate: 67.2%). After eliminating 

incomplete responses and failed attention checks, 198 valid responses were retained for 

analysis. Sample size adequacy was confirmed using the 10-times rule, with 198 

observations exceeding minimum requirements for PLS-SEM analysis. 

2.3 Survey Instrument 

The survey instrument comprised six sections: (1) demographic information; (2) 

organizational testing platform context; (3) container isolation implementation; (4) access 

control mechanisms; (5) secrets management solutions; and (6) security outcome 
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measures. All construct measures used 7-point Likert scales ranging from 

"strongly disagree" (1) to "strongly agree" (7). 

Container Isolation (CI) was measured using five items assessing namespace isolation, 

resource limits, network segmentation, image scanning, and runtime protection. Access 

Control (AC) was measured using five items evaluating role-based access control, principle 

of least privilege, multi-factor authentication, audit logging, and session management. 

Secrets Management (SM) was assessed using four items measuring credential vaulting, 

dynamic secrets, rotation policies, and access auditing. 

Dependent variables included Platform Security Effectiveness (PSE) measured through 

security incident rates, vulnerability scan results, and penetration test outcomes; 

Unauthorized Access Prevention (UAP) evaluated through access violation incidents and 

privilege escalation attempts; and Overall Architecture Security (OAS) assessed through 

security audit scores and compliance certification status. 

2.4 Data Analysis 

Data analysis followed the PLS-SEM two-step approach. First, the measurement model 

was evaluated for reliability and validity. Cronbach's alpha and composite reliability 

assessed internal consistency (threshold > 0.70). Convergent validity was examined 

through Average Variance Extracted (AVE > 0.50) and factor loadings (> 0.70). 

Discriminant validity was assessed using the Fornell-Larcker criterion and HTMT ratios 

(< 0.85). 

Second, the structural model was evaluated through path coefficient estimation and 

hypothesis testing. Bootstrapping with 5,000 resamples provided standard errors and t-

statistics for significance testing. Effect sizes (f2) assessed practical significance. The 

coefficient of determination (R2) evaluated model explanatory power. 

3. Results 

3.1 Sample Characteristics 

Table 1 presents the demographic profile of the 198 respondents. The majority were 

male (71.2%) with an average age of 36.8 years (SD = 8.1). Professional roles included 

DevOps engineers (42.4%), software architects (26.3%), security engineers (18.7%), and 

platform engineers (12.6%). Average experience with automated testing platforms was 4.6 

years (SD = 2.4). Organization sizes represented included startups (<100 employees: 

28.3%), mid-size (100-1000: 41.4%), and enterprise (>1000: 30.3%). 

Characteristic Frequency Percentage 

Gender   

Male 141 71.2% 
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Characteristic Frequency Percentage 

Female 57 28.8% 

Age (years)   

Mean (SD) 36.8 (8.1) - 

Professional Role   

DevOps Engineer 84 42.4% 

Software Architect 52 26.3% 

Security Engineer 37 18.7% 

Platform Engineer 25 12.6% 

Experience (years) 4.6 (2.4) - 

Organization Size   

Startup (<100) 56 28.3% 

Mid-size (100-1000) 82 41.4% 

Enterprise (>1000) 60 30.3% 

Table 1. Demographic Profile of Respondents (N = 198) 

3.2 Measurement Model Assessment 

Table 2 reports reliability and validity assessment results. All constructs demonstrated 

acceptable internal consistency with Cronbach's alpha values ranging from 0.845 to 0.923, 

exceeding the 0.70 threshold. Composite reliability values (0.882 to 0.941) further 

confirmed construct reliability. 

Convergent validity was established as all factor loadings exceeded 0.70 and AVE 

values ranged from 0.651 to 0.769, surpassing the 0.50 criterion. Discriminant validity was 

confirmed through the Fornell-Larcker criterion. 

Construct CA CR AVE Loadings 

Container Isolation (CI) 0.889 0.918 0.739 0.85-0.91 

Access Control (AC) 0.867 0.897 0.687 0.82-0.88 



European science international conference: 

THEORY OF SCIENTIFIC RESEARCHES OF WHOLE WORLD 

   

83 
 
 

 

Construct CA CR AVE Loadings 

Secrets Management (SM) 0.845 0.882 0.651 0.79-0.85 

Platform Security (PSE) 0.912 0.936 0.769 0.87-0.92 

Access Prevention (UAP) 0.878 0.905 0.704 0.83-0.89 

Overall Security (OAS) 0.923 0.941 0.756 0.86-0.93 

Table 2. Reliability and Validity Assessment 

3.3 Structural Model Results 

Figure 1 illustrates the structural model with standardized path coefficients. The model 

demonstrated acceptable explanatory power with R2 values of 0.598 for Platform Security 

Effectiveness, 0.534 for Unauthorized Access Prevention, and 0.672 for Overall 

Architecture Security. 

Table 3 presents hypothesis testing results. H1 was strongly supported: Container 

Isolation positively affects Platform Security Effectiveness (beta = 0.423, t = 6.891, p < 

0.001), with large effect size (f2 = 0.289). H2 was supported: Access Control significantly 

enhances Unauthorized Access Prevention (beta = 0.356, t = 5.234, p < 0.01) with medium 

effect size (f2 = 0.178). H3 was supported: Secrets Management positively influences 

credential protection (beta = 0.398, t = 5.876, p < 0.001) with medium-to-large effect size 

(f2 = 0.234). 

Hyp. Path Beta t-value p-value Result 

H1 CI -> PSE 0.423 6.891 <0.001 Supported 

H2 AC -> UAP 0.356 5.234 <0.01 Supported 

H3 SM -> PSE 0.398 5.876 <0.001 Supported 

H4 Integrated > Single 0.512 13.24 <0.001 Supported 

Table 3. Hypothesis Testing Results 

3.4 Comparative Performance Analysis 

H4 examined the comparative performance of integrated security architectures versus 

single-mechanism approaches. Results indicate that integrated architectures achieve 

significantly higher security effectiveness scores (M = 6.12, SD = 0.84) compared to 

single-mechanism implementations (M = 4.31, SD = 1.08), t(196) = 13.24, p < 0.001, 

Cohen's d = 1.78. This represents substantial practical improvement in security outcomes. 
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Table 4 presents detailed comparative results across security dimensions. The 

proposed secure architecture demonstrates 41.7% reduction in security incidents 

compared to conventional testing platforms. Container isolation alone reduces privilege 

escalation incidents by 62.3%, while secrets management reduces credential exposure by 

71.4%. The combination of all three mechanisms achieves synergistic effects exceeding 

individual contributions. 

Security Metric Secure Architecture Conventional Improvement 

Security Incidents (monthly) 2.1 (1.4) 3.6 (2.1) -41.7%*** 

Privilege Escalation (%) 1.8 (1.2) 4.8 (2.4) -62.3%*** 

Credential Exposure (%) 2.4 (1.8) 8.4 (3.6) -71.4%*** 

Unauthorized Access (%) 3.2 (2.1) 7.8 (3.9) -58.9%*** 

Security Effectiveness Score 6.12 (0.84) 4.31 (1.08) +42.0%*** 

Table 4. Security Performance Comparison 

3.5 Control Variables 

Organization size and testing platform maturity were included as control variables. 

Organization size showed a positive relationship with Overall Architecture Security (beta 

= 0.134, p < 0.05), suggesting larger organizations implement more comprehensive 

security measures. Platform maturity demonstrated positive correlation with security 

effectiveness (beta = 0.187, p < 0.01), indicating security improves with operational 

experience. 

4. Discussion 

4.1 Key Findings 

This study provides empirical evidence supporting the effectiveness of integrated 

security architectures for automated testing platforms. The findings confirm that container 

isolation significantly enhances platform security, supporting theoretical propositions from 

cloud-native security literature. Namespace isolation, resource limits, and runtime 

protection create defense-in-depth that prevents lateral movement and privilege escalation. 

The significant positive effect of secrets management on credential protection (beta = 

0.398) demonstrates the critical importance of secure credential handling in testing 

platforms. Organizations implementing comprehensive secrets management reported 

reduced exposure of API keys, database credentials, and service account passwords. 

Dynamic secrets and automated rotation further minimize windows of vulnerability. 

Access control showed significant positive effects on unauthorized access prevention. 

Role-based access control with principle of least privilege limits potential damage from 
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compromised accounts. Multi-factor authentication provides additional 

protection for administrative access to testing infrastructure. 

4.2 Theoretical Implications 

This research contributes to software security architecture theory by empirically 

validating relationships between architectural components and protection outcomes in 

automated testing contexts. Prior research predominantly focused on application security; 

this study extends theoretical understanding to development infrastructure with unique 

threat models and security requirements. 

The study supports the defense-in-depth principle, demonstrating that integrated 

security architectures produce synergistic effects exceeding individual mechanism 

contributions. The 41.7% improvement in security outcomes validates theoretical 

propositions regarding layered security for critical infrastructure. 

4.3 Practical Implications 

For software development organizations, the findings provide evidence-based guidance 

for automated testing platform design. The results suggest that secure architectures should 

incorporate all three components: container isolation, access control, and secrets 

management. Organizations relying on partial implementations achieve suboptimal 

protection. 

Implementation recommendations include: (1) deploying containerized testing 

environments with namespace isolation and resource limits; (2) implementing role-based 

access control with least privilege principles; (3) adopting dedicated secrets management 

solutions with dynamic credential generation; and (4) conducting regular security audits 

and vulnerability assessments. 

4.4 Limitations 

Several limitations should be acknowledged. The cross-sectional design limits causal 

inference. Self-reported measures may introduce common method bias, though Harman's 

single-factor test indicated this was not significant (first factor explained 27.3% of 

variance). The sample focused on technology organizations, potentially limiting 

generalizability to other sectors. 

The study examined perceived security effectiveness rather than objective incident data. 

Future research should incorporate actual security metrics from deployed platforms. 

4.5 Future Research Directions 

Future research should examine security architectures across different testing 

methodologies and technology stacks. Investigation of emerging threats including supply 

chain poisoning and build system compromise represents another important direction. 

Integration of zero-trust principles into testing platform architectures offers promising 

research opportunities. 
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Longitudinal research tracking security evolution as platforms mature would 

provide insights into long-term effectiveness. Qualitative research examining 

implementation challenges would complement quantitative findings. 

4.6 Conclusion 

This study provides empirical evidence that integrated security architectures 

significantly enhance automated testing platform protection. Container isolation, access 

control, and secrets management each contribute to improved security outcomes, with 

integrated architectures achieving synergistic benefits. The 41.7% reduction in security 

incidents demonstrates practical value for development organizations. 

As automated testing becomes increasingly critical to software development, secure 

architecture design is essential for protecting software supply chains. This research 

contributes to evidence-based platform development, supporting the creation of secure, 

efficient testing infrastructure that maintains development velocity while protecting 

organizational assets. 
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