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Abstract. Integrity assessment ‘can be incomplete even when every executed check
returns a plausible result. This paper models the coverage of a requested claim using
applicable evidence, unavailable ugputs and contradictory findings. A three valued support
relation distinguishes supported, contradicted and ufiresolved requirements. A coverage
matrix connects authenticatea.'_ digest - comparison, provenance and file-specific
observations to distinct questions. ‘Tie analysis derives a stopping condition for a bounded
claim and demonstrates why missing reference data cannot be compensated by additional
visual indicators. The resulting: framework specifies both the conclusion and the precise
evidence still required for review. |
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- _Introduction

Digital files can change throug\h dehberate editing, routine conversion, recompression,
or storage errors. The observable \change alone does not e&tabhsh whether an action was
authorized. A hash comparison can determine byte agreement with.a trusted reference [1],
while forensic examination comsiders additional evidence about the file and the sequence
of actions affecting it [2]. These quest1ons require different forms of evidence.

This distinction matters feﬂmxed document collectlony A PDF can contain text,
images, object references,’ a}nd metadata governed by a structured format [3]. A JPEG
image has compressio'r_i.éharacterigtics that affect the-traces-visible after processing [4].
Visual inspection may reveal a suspicious region, but a consistent appearance cannot
establish exact byte equality.

The objective of this paper is to compare evidence layers and identify how they
complement each other in file integrity assessment. The framework links claim coverage
to method applicability and explicit unresolved evidence.

A qualitative comparison was performed using the Secure Hash Standard, forensic
guidance, document format specifications, and image analysis literature. The selected
sources describe mechanisms relevant to the question of what each check observes. The
comparison used four criteria: required baseline, directly observable property,
interpretation supported by that property, and main ambiguity.

Five evidence layers were considered: cryptographic hash, metadata, internal file
structure, yisual or pixel features, and compression traces. The analysis, followed two
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scenarios. In the first, an authenticated baseline was available. In the second,
only the questioned file was available. The resulting mapping is summarized in Table 1.

Let E denote the existence of an authenticated baseline digest, and let H(F) be the SHA-
256 digest of the examined bytes. The comparison result is a partial function: a missing
baseline is not assigned a numerical zero or interpreted as a match [1]. This avoids
conflating an absent check with a negative observation.

B(F) = matchif E N H(F) = Hy; difference if (1)
E A H(F) # Ho; undefined if —E.

For contextual evidence, deﬁne’ G = (V,A), where each node in V is an observation and
an edge in A records a plaus1ble§hared processing cause. G is a reasoning aid, not a fitted
probabilistic model. A claim of 1naependent corrobo@tlon requires evidence beyond nodes
that may all arise from the same export event. The provenance relation between entity,
activity and agent in PROV-DM offers a way to-document that common cause [5].

f, - Table 1.
_Evidence layers and interpretation boundaries
Laver oie Required Supported Interpretation
y & s mput [~ observation boundary
Hash File'and trusted Byte agreement or Does not identify
as g : . .
reference dlgest disagreement intent or edited region
Service 4 . A
. b Anconsistent times, )
attributes and” ~ Fields can be
Metadata software or
contextual changed or removed
. provenance fields |-
expectations _.
Parsed file’and Object or container Legitimate export
Structure o :
format rules . anomalies . can alter structure
A 5 ~ Sensitive to
Visual Image®or | Local visual . .
» : . ; acquisition and image
features rendered.page _ inconsistencies .
LA P o quality
: Encoded image . - Benign processin
Compressi ) g Differences related snp . 8
and analysis . may produce similar
on traces . to recompression
settings traces

With a trusted baseline, the hash layer supplies a direct equality test. The remaining
layers can explain what changed or where additional examination should be concentrated.
When the baseline is absent, structural and visual findings can indicate inconsistency, but
they do not reconstruct an original file by themselves.

Metadata is useful for contextual comparison. For example, a software field or editing
timestamp can conflict with the expected workflow. Such a conflict supports further
examination, while a plausible field value is not sufficient evidence of authenticity. File
structure supplies another layer because an unchanged visible page may still contain
different objects or service information.
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ELA and other compression based checks require careful interpretation. The

analysis of image error levels can highlight regions with different processing histories, yet
differences may also result from ordinary saving operations [6]. Broader media forensics
literature similarly treats detection as dependent on manipulation type and available
evidence [7]. Combining the layers therefore supports explanation and triage, provided
their limitations remain visible.

The comparison yields a reporting rule that separates three outcomes: a demonstrated
match to an authenticated version,;a demonstrated byte difference from that version, and
an assessment based only on ,iﬂdi-‘cator's because no authenticated version exists. For each
indicator, the report should nam€ the observed feature, the applicable method, a plausible
benign cause, and the next chiecK that. could distlyguish competing explanations. For
instance, reordered PDF objects may be consistent with a routine export; an authenticated
version history can test that eXplanation. This makes the path from observation to

conclusion inspectable. | - -
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E1gure 1 EV1dence layers used to interpret file integrity
Let Q be the set of requlrements needed for a requested claim and E the observations
available to an examiner. Define S(e, q) as supported, contradicted or unresolved. These
values describe the relation between a specific observation and a specific requirement. A
plausible producer field cannot support the requirement of byte equality; its relation to that

requirement is unresolved even when the field contains a familiar software name.

A coverage record stores, for each g, the evidence that supports it, any contradiction and
the prerequisite still missing. The claim is accepted only if every required q has a valid
supporting path and none has an unresolved contradiction within the declared scope. This
creates a conjunction over requirements rather than a vote over tools.

Accept(Q,E) & Vq € Q:Supported(q,E) N =Conflict(q,E) (2)

The equation depends on the meaning of Supported. For equality to an approved byte

sequence, support requires an authenticated reference and a matphmg digest. For
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authorization, support requires a relevant policy and approval record. For a
local alteration hypothesis, support may identify a region and a plausible transformation,
while the exact original remains unresolved. Such a finding is reported at the hypothesis
level instead of satisfying an unrelated equality requirement.

Table 2.
Coverage states for a requested assessment
Required Available
q . Coverage state Missing input
property evidence 4
Approved byte Current digést Authenticated
PP : Y 5 3 Unresolved
version only ; reference
Recorded byte Matching\ trusted None for this
. . Supported
version digest scope
Authorized Digest mismatch - Approval and
.. ol Unresolved pp. .
revision only" ™ - version link
_Metadata and
Common - ; . Independent
_ e recompression Hypothesis
processing cause i, traces W a process record

Consider two examlnatlons with'three ‘executed tools.each. Examination A has metadata
extraction, image inspection and recompression analysis but no authenticated earlier copy.
Examination B has format 1dent1ﬁcat10n a trusted dlgest comparison and an approval
record. A raw count assigns both the Same coverage. The requirements differ: A may
identify processing clues, while B can support correspondence to a recorded version and
its approval context. The number of tools is therefore not a teasure of claim completeness.

The reverse problem is\alé(l' possible. A matching digest can settle the narrow equality
question while leaving provenance unresolved. Running more, _visual tools on the same
bytes adds observations but dqes..nﬁstabhsh who approved {he registered reference. The
next action should target tHe uncovered requirement. This gives an adaptive rule: obtain
the evidence source nee"déd for the-unresolyed-claim before repeating checks that already
address covered prdper’ties. Nt o

An apparent contradiction must be located at the same scope before it is escalated. For
example, a whole-file digest mismatch and a valid signature over an earlier signed byte
range can coexist in a PDF with later additions. The observations refer to different extents.
The examiner records the signed range and the appended content, then asks whether those
additions were permitted [3]. Labeling the two observations as a direct conflict would
discard their scope information.

A justified stopping point is reached when the requested claim is covered, or when the
missing prerequisite cannot be obtained and its effect has been stated. The second outcome
1s an unresolved result with an explicit next evidence request. The framework thus supports
reproducible triage: another examiner can see not only which tools ran but why the process

Y
X
>



(}‘ ‘\\ European science international conference: (}‘ :\
S NN NN
:” ‘“ MODERN PROBLEMS IN EDUCATION AND THEIR SCIENTIFIC , \“

SOLUTIONS
ended. This is particularly useful when a file passes between technical analysts
and an authority responsible for approval decisions.

The baseline scenario gives a useful way to organize the examination. Suppose an
organization has retained a trusted digest of an approved document. A newly submitted file
can be hashed and compared with that digest. Equality answers the limited question of byte
correspondence to the approved version. If the digests differ, the examiner can then use
metadata and structure to locate an explanation. The mismatch by itself says nothing about
whether the change was perrmtted A routine conversion and an unauthorized edit may
both produce a new digest. ', i

The second scenario begins without a trusted earlier state. A file still has format rules
and observable features, so the exafniner can ask whéther its internal structure is plausible
and whether its metadata agrees.with the surrounding workflow. An image region with
unusual compression behaviot tay be selected for closer inspection. These observations
can prioritize investigation, yet theimabsence is'not a proof that no manipulation occurred.
The proposed framework keepsthe word “indicator” tied to such observations and reserves
“match” for a comparison against a known reference.

An important practlcal questlon is Whether apparent corroboration really comes from
different causes. A PDF export can 51mu1tane0usly update its creation software field,
rebuild object offsets, and recompress embedded i images. Those three observations are
related consequences of one operation. Tréating them as independent votes would overstate
the strength of the evidence. A repott-should record the "ofiginating module, the relevant
file region, and a plausible commen process that may have produced the observations.

The choice of checks also changes with the file format. PDF parsing can reveal internal
objects that a page previewdoes not display. In aJPG scan, compression and pixel features
are more directly relevant, While d\ocument metadata may provide weak contextual support.
A PNG image should not be_assessed as though it had J;PE'G compression artifacts.
Selecting only applicable chiecks avoids creating a spurious-result when a method has no
meaningful input for that format. .~ W

The resulting selection rule_ has two steps First, establish whether an authenticated
reference exists. Second, select checks that apply to the file representation and the question
under examination. A visual heuristic then retains the role of an indicator, while reference
based comparison answers a narrower equality question.

Coverage depends on the available reference and the recognized representation of the
file. An unsupported format or missing approval history leaves the associated requirement
unresolved and determines the next evidence request.

The assessment can be documented as a short evidence record. Such a record identifies
the examined file, the format recognized from its contents, the existence or absence of a
trusted reference, the checks that were applicable, and the observed outcomes. It should
preserve the difference between a failed check and a check that could not be performed.
For example, an unavailable reference digest means hash correspondence is unknown; it
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does not mean that correspondence has been established. Explicitly recording
this distinction makes later review possible.

The same principle applies to the interpretation of a suspicious region. A highlighted
image area may guide an analyst to compare nearby pixels, compression history, and
document context. It does not, on its own, identify an editor or a time of editing. A separate
source document, transaction history, or authenticated earlier version may be needed to
answer those questions. Describing the limits of each observation improves the practical
usefulness of a combined report. ~ 7

“~ Conclusion

There is also an ordering benéﬁt in the proposed framework. Cheap identification and
format checks can be performea first,, then com@ltatlonally or manually demanding
inspection can be concentrated on files whose initial‘observations merit it. This ordering is
a workflow recommendation ‘derived from the distinct roles of the evidence layers. The
ordering remains conditional on' thesgost and relevance of each check. A trusted baseline
determines the interpretation ayailable from hash comparison. Where no baseline exists,
metadata, structural and image “analysis supply qualified indicators. The proposed
analytical mappmg supports complementary selection of checks and transparent reporting
of their evidential boundaries. y
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