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Abstract. Modfrn telecommunication networks are complex systems composed of

L%s? n*_tanufdbturérs— (€isco, Huawei, HP, MikroTik, and others). In such
oﬁomcol (LLDP), defined by the IEEE 802.14B
standard, is considered the primary tool for automatically discovering and monitoring

devices from var
. . |~F N .
environments, the Link Eayer Discove

network topology. This thesis analyzes the implementation of the LLDP protocol across
different vendors, the impact of proprietary extensio:h\: on interoperability, and the
challenges of standardizing da‘t’a)'(zto a unified formai. <
e N

Introduction. In the :efa(,!pf modern . information technoloéies, the heterogeneity
(diversity) of corporate a&d‘ 'ﬁ?ﬁvider-level networks is increasing sharply. It has become
common for devices from Irylt_ig_lt;iendors, imcluding manufacturers such as Cisco,
Huawei, HP, and MikroTik{'to coexist within a single network segment. In such a multi-
vendor environment, staﬁdgi{dized inter-device.communication protocols are necessary to
ensure network infééfify, 'ahtomatically discover f&ﬁﬁk’)@y, and rapidly troubleshoot

faults.
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Figure 1. Conceptual model of automatic inter-device topology discovery
using the LLDP protocol in a multi-vendor (Cisco, Huawei, HP, MikroTik, etc.) network
environment.

The Link Layer Discovery Protocol (LLDP), approved by the IEEE 802.1AB standard,
is considered the primary open and vendor-independent protocol serving this specific
purpose. However, in practice, many vendors supplement the standard protocol with their
own proprietary extensions (TLV - Type-Length-Value). This creates certain technical
obstacles for network devices to fully understant_i’each other and for aggregating data into
a unified monitoring system. "-, A

Figure 2. General view .of the TLV (Type—Length Value) structure used for
transmitting data in the LLDP pro\fécol \ ?

The relevance of this research work lies in the fact that studying the implementation
characteristics of the LLDP ‘p'ret’ocol across_various vendors allows for a systematic
analysis of network managemef;it automation-and "interoperability" issues. The problems
identified in the introductiom 'section will be supported by technical solutions and
proposals in the subsequent sections.

Problem stater en'f'and smentlffc analysis.»

The LLDP (Li Layer Dlscovery Protocol) operates at the Data Link Layer (L2) of
the OSI reference model and is based on the open IEEE 802.1AB standard.

The fundamental task of this protocol consists of determlmng topological connections
by exchanging identification data“between network nc?dEs Data transmission is built
based on a hierarchy of 1nformat1\)nal blocks called TLV (Type Length-Value).However,
as a result of the strategic approaches of major vendors i the g global market, the unified

implementation of this standazd is being undermined. \

Architecture for Normalizing LLDP Data from a
Multi-Vendor Environment Based on an SDN Controller

( SDN Controllg)
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Figure 3. Architecture for normalizing LLDP data from a multi-vendor environment
based on an SDN controller.
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Schematic Model of the Problem of Bringing Data to a Single Format
(Interoperability) Due to LLDP Extensions in Various Vendor Devices
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Figure 4. Schematic model 'o% 'th):e inte_rop‘érability roblem in bringing data to a unified
format due to LLDP extensions in multi-vendor devices.

From a scientific-technical, be}sp%ctive, the essence of the problem is reflected in the
following inconsistencies: / 8

A

1 Parallel duality and conﬂlc?of protocols The simultaneous operation of the
proprietary CDP (Cisc Discovery Protocol) alongside LLDP on Cisco Systems devices
leads to data duphg‘,aaon and, in some cases, t the incorrect formation of neighbor tables. In
particular, the ab\ance ‘oftnative VLAN/and VTP data in standard LLDP TLVs causes
information loss in multi-vendor segments -

1 Semantic and syntactic differences of TLV elem‘ents The use of Management
Address TLV subtypes not spec1 ified in-the standard is ~qbserved in Huawei (VRP) and
HP/Aruba devices when transmiitting management interface IP addresses. This leads to
errors in data parsing by centralizéd management systems (NMS).

] Standard MIB and hlel;archlcal inconsistency: In 1mpleméntat10ns by MikroTik
(RouterOS) and other sknﬂ'af manufacturers, LLDP MIB (Management Information
Base) tables do not always corres‘pond;to the OID (Object Identifier) addresses defined in
the IEEE standard. This s}ﬁfaﬁo?'fomplicates data aggregation during the automatic
topology scanning process via SNMP (Simple Network Management Protocol).

1 LLDP-MEDg: ‘(Medla\ Endpomt Discovery) ~dimitafions: Differences in the
interpretation of power policy (PoE Power Negotiation) and Voice VLAN attributes by
various vendors when configuring IP telephony and IoT devices lower the
"Interoperability" index.

The factors mentioned above create serious technical barriers for network
administrators in drawing a unified monitoring map, automatic configuration (Zero-
Touch Provisioning), and conducting network security audits. This, in turn, necessitates
the development of universal aggregation algorithms to combine different
implementations.

Conclusion and Proposals

Analyses conducted on the implementation of the LLDP protocol in complex network
infrastructures comprising devices from various vendors indicate a significant
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proprietary TLV elements by vendors serves to enhance network

-~

transparency, it creates an "information silo" problem during the inter-system integration
process.

Based on the research results, the following scientific-technical proposals are put
forward to aggregate data and improve management efficiency in multi-vendor
environments:

] SDN-based normalization concept: It is recommended to apply Software-Defined
Networking (SDN) architecture in network management. In this, a centralized controller
(e.g., OpenDaylight or ONQS}’ recéives heterogeneous LLDP packets coming from
various vendors and normalizes’them into“a single standardized format at the abstraction
layer. This approach allows for théJcreation of a VenZ’)r-independent topology map.

] Implementation of adaptive API-aggregators: In monitoring systems (NMS), it is
necessary to use adaptive drivéfs and API-aggregators that take into account not only
standard MIB tables but alsothe: private OID (Object Identifier) trees of each vendor.
This serves to reduce inconsistencies indata collection by up to 90%.

O Application‘(')f standardized ﬁroﬁles; At the network design stage, it is advisable to
require Certiﬁcate‘_s,\_o‘fi_‘ull_corﬁnpliﬁncexw;ﬂr IEEE 802.1AB and ANSI/TIA-1057 (LLDP-
MED) standards from ‘vendors, and to regulate the'use of only the "Mandatory TLVs"
block in internal network policy. Y \

] Intelligent data analysis (Data Correlation): Development of cross-correlation
algorithms for data obtained from various sources \Q\CDP, LLDP, SNMP). These
algorithms combine data in differ?nt formats regarding a si/ngle physical link and provide
integrated and error-free information to the network administrator.,

Figure 5. Network topelogy discovery model by correlating data from LLDP, CDP,
and SNMP sources. k' = & s

As a final conclusion, it cWﬁted that the prospectfﬁ' the LLDP protocol in a
multi-vendor environment/'is linked to its reinterpretation. not merely as a data
transmission tool, but as’a primary-data source. for Software-Defined Networking (SDN).
The practical imp"’lémentati‘on, of these proposalé 15 of significant importance in
automating network management and reducing operational expenses (OPEX).
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