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Abstract
information

associated with the significant growth and use of
ted with the Internet is cybercrime. The alarming
increase in ¢ the years has forced organizations to take defensive
measures and al\ Jepn technologies for the same purpose. This article reviews
the elastic stack, wazuh and ids systems used to detect and analyze attacks on networks.
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With the development of information and com
is becoming a serious problem for individuals, busi
where everything is on the Internet, ensuring the securit
cybersecurity challenges. Therefore, several systems are bein
these situations.

Wazuh is a free and open source host-based_intrusion tion system (HIDS). It
performs registry analysis, integrity checki registry monitoring, rootkit
detection, time-based alerts, and proactive response. ides intrusion detection for
many operating systems, including Linux, AlX, HP-UX, macOS, Solaris, and Windows.
Wazuh has a centralized, cross-platform architecture that allows you to easily monitor
and manage multiple systems. A host-based intrusion detection system (HIDS) is a
network security system that protects computers from malware, viruses, and other
malicious attacks.

Elastic Stack offers a wide range of security analytics capabilities for threat
detection, visibility, and incident response. The speed and scale with which Elasticsearch
can index and search security-related data allows analysts to do their jobs more
efficiently, and the Kibana dashboard provides broad visibility and enables interactive
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threat hunting. Machine learning, in turn, can automate the analysis of complex data Sets,
allowing for the identification of attackers who would otherwise be overlooked.

Popular intrusion detection systems (IDS) such as Wazuh or Suricata use a
signature-based approach to threat detection. That is, patterns found in files, logs, and
network traffic are compared to a database of patterns known to be associated with
malicious activity, and alerts are issued when a match is found. These systems provide a
set of rules to analyze and correlate data that typically generates thousands or millions of
alerts per day in a production environment. Broadcasting across the entire network can
ensure the detection of all possible security events, but it also adds the work of
investigating thousands (or millions) of alerts per day. Elastic’s machine learning features
help reduce risk by automatically identifying outliers. This is a clear use case where
signature and anomaly-ha i technalogies complement each other to facilitate threat
' [ estig piency. Wazuh is an open-source Host-Based
Intrusion Detectio ' ), tyPically deployed with the Elastic Stack. It offers
log analys' il rootkit and vulnerability detection, configuration
assessment, apabilities. Wazuh’s solution architecture is based on
lightweight, cros agemts that run on monitored systems and send reports to a
centralized server where data’

analysis is performed. It also provides a full Kibana plugin
for configuration management, scan monitoring, search, and data visualization. In
addition, Suricata is a free, open-source network threat detection engine with real-time
network intrusion detection (NIDS), online intrusion ion (NIPS), network security
monitoring (NSM), and offline pcap processing.
its own rules and signature language to match kn
malicious behavior, and offers scripting support for dete

In short. Using signature and anomaly-based attack dete
Wazuh, Suricata, and Elastic Machine Learning, you can si
improve investigation efficiency.

In turn, integrating host-based IDS (for m evel systems) with network-
based IDS (for inspecting network traffic) can also I threat detection and security
visibility. . Wazuh simplifies this process because it can be used to integrate host and
network IDS systems with the Elastic Stack and can provide a mechanism to implement
automated responses and block attacks in real time.

ith technologies like
threat detection and
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